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FIME Incorporates HCE & Tokenisation into NFC Security Paper 
 

Responds to influx of HCE and tokenisation projects from around 
the mobile payments industry 

 

08 July 2015 – In response to significant market demand for its host card emulation (HCE) and 

tokenisation services, FIME has broadened the scope of its white paper, which explains how the security 

framework for delivering near field communication (NFC) services needs to evolve to meet the business 

and technical requirements of all NFC stakeholders. The free-to-download document focuses on the 

work of industry body GlobalPlatform, and the development of the wider mobile payments industry, to 

clarify and simplify the security certification process to achieve an approach which balances security, 

functionality and cost requirements. 

 

FIME is currently engaged in 18 projects around the world, offering consultancy support services – 

incorporating specification development, specialist training, test plan development and a range of other 

services – in addition to functional certification and security evaluation. The paper, entitled ‘The NFC 

Security Quiz v2.0 - Updated with HCE & Tokenisation: 7 key questions answered’, addresses many of the key 

lines of enquiry raised by FIME’s customers, relative to cloud-based payments and tokenisation 

technology.  

 

The paper discusses solutions such as white box cryptography, tokenisation*, code obfuscation, data 

ciphering, GlobalPlatform’s trusted execution environment (TEE) and encryption of the data over the air 

that can be used to ramp up security for HCE.  

 

“The mobile payments industry has evolved rapidly in the last 18 months and we have experienced a 

great deal of demand for our expertise,” comments Christian Damour, Security Business Line Manager 

at FIME. “The incorporation of HCE into Android kicked off a period of intense activity and innovation 

in the industry. But questions remain around the security of the cloud-based mobile services model so 

we are seeking to offer clarity by exploring software-based security techniques and insight into the key 

role that payment tokenisation is playing.  

 

“The paper aims to expose the current state of play in the NFC security certification ecosystem so that 

service providers can identify a route forward that balances security, functionality and cost. With the 

NFC services industry more complex than ever, we are in a privileged position to be able to share our 
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broad expertise. As a party that works with players across the marketplace we are excited to support 

the development of this next phase of mobile payments.”  

 

The white paper is freely available from the FIME website at 

http://www.fime.com/whitepaper/NFCsecurityV2.   

  

 

* Tokenisation is the process whereby a consumer’s primary account number (PAN) is replaced with 
a dynamic PAN, otherwise known as a payment token. This token can only be used within a specific set 
of pre-defined circumstances, for example, at a certain retailer or on a particular device, thus reducing 
its value to hackers. 
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For further FIME media information, please contact Rob Peryer or Laura Cavanagh at 
iseepr: rob@iseepr.co.uk  / laura@iseepr.co.uk on + 44 (0) 1943 468007 
 
 
About FIME  

FIME is a trusted provider of consulting services, certification and tools. It enables customers to bring seamless 
card and mobile transactions services to market effectively and confidently using secure chip or cloud-based 
solutions. 

Working with the payment, telecom, transit and identity sectors, FIME is an implementation services partner for 
customers using contact and contactless EMV, near-field-communication (NFC), trusted service manager (TSM), 
trusted execution environment (TEE) and host card emulation (HCE) technologies. FIME supports customers from 
project initiation to completion by advising on technical requirements, consulting on industry regulations, 
certification authority implementation and streamlining testing and certification activity. 

With 11 offices around the world, serving more than 3,000 clients, FIME combines its global expertise and local 
knowledge to support its customers. FIME’s dedicated team actively contributes to the advancement and 
simplification of certification processes. Its service capacity also provides resource scalability to adapt to individual 
customer needs. 

FIME currently has operations across America (Canada and the United States), Asia (Japan, South Korea and 
Taiwan), Europe (France), India and the Middle East (Dubai). 

FIME partners with leading payment schemes and industry bodies to provide consultancy and certifications services 
for: American Express, Calypso Networks Association, China UnionPay, Discover, eftpos, EMVCo, EMV Migration 
Forum, First Data, Global Certification Forum (GCF), GlobalPlatform, GSMA, Interac, JCB, MasterCard, Network 
for Electronic Transfers (NETS), NFC Forum, National Payments Corporation of India (NPCI), National Standard 
Indonesia for Chip Card Specification (NSICC), OSCar Consortium, RuPay and Visa. 
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